
5HDO7LPH0RQLWRULQJDQG,GHQWLILFDWLRQRI(OHFWULFDO/RDG

%DVHGRQ$UWLILFLDO1HXUDO1HWZRUN


0XKDPPDG6\XNULD<XVUDQE<XVUL6\DP$NLOFDQG0XKDPPDG5XVZDQGL

'MDODOG

$XWKRU$IILOLDWLRQV
'HSDUWPHQWRI(OHFWULFDO(QJLQHHULQJ8QLYHUVLWDV+DVDQXGGLQ*RZD,QGRQHVLD

'HSDUWPHQWRI(OHFWULFDO(QJLQHHULQJ3ROLWHNQLN1HJHUL8MXQJ3DQGDQJ0DNDVVDU,QGRQHVLD
'HSDUWPHQWRI0HFKDQLFDO(QJLQHHULQJ3ROLWHNQLN1HJHUL8MXQJ3DQGDQJ0DNDVVDU,QGRQHVLD



$XWKRU(PDLOV
D&RUUHVSRQGLQJDXWKRU0XKDPPDGBV\XNUL#SROLXSJDFLG

E\XVUDQ#XQKDVDFLG
F\XVDNLO#XQKDVDFLG
GZDQGL#SROLXSJDFLG



$EVWUDFW7KLVUHVHDUFKSURSRVHVDUHDO WLPHPRQLWRULQJDQGLGHQWLILFDWLRQRIHOHFWULFDOORDGFXUUHQWVZLWKQRQLQWUXVLYH

ORDGPRQLWRULQJFRQFHSWDQG$UWLILFLDO1HXUDO1HWZRUN$11EDVHGRQIHHGIRUZDUGEDFNSURSDJDWLRQWUDLQLQJDOJRULWKP
PHWKRGW\SHVRIVLQJOHORDGVODPS79IDQUHIULJHUDWRUDQGGLVSHQVHUVDQGFRPELQHGORDGVZHUHVLPXODWHGLQWKLV
VWXG\6DPSOLQJGDWDIURPHDFKORDGLQWKHIRUPRIHOHFWULFFXUUHQWTXDQWLWLHVZLOOODWHUEHXVHGDVWUDLQLQJGDWDIRU$11
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6LQJOHHOHFWULFDOORDGVDQGWKHLUFRPELQDWLRQVDUHZULWWHQLQWKHIRUPRIQXPEHUVIURPWR7KLVQXPEHULVXVHGDV
WDUJHWLGHQWLILFDWLRQE\WKH$11DOJRULWKP,QRUGHUIRU$11WRUHFRJQL]HORDGSDWWHUQVEDVHGRQYDULDWLRQVLQLQSXWFXUUHQW
LW LVQHFHVVDU\WRFDUU\RXWDWUDLQLQJSURFHVVRQWKHDOJRULWKP7KLVSURFHGXUHZLOOWDNHVRPHWLPHEHFDXVHLW UHTXLUHV

VHYHUDOUHSHWLWLRQVRIWUDLQLQJWRJHWDVPDOOHUURU7KHUHVXOWVRIWKHRYHUDOO$11DOJRULWKPWUDLQLQJZLOOWKHQEHVWRUHGDQG

ZLOOEHXVHGDVWKHEDVLVIRUWKHHOHFWULFDOORDGUHFRJQLWLRQSURFHVV7KHDPRXQWRIHOHFWULFORDGFXUUHQWWKDWHQWHUVWKH$11
ZLOOEHVWXGLHGE\WKHDOJRULWKPWREHPDWFKHGZLWKWKHRXWSXWIRUPLQWKHIRUPRIORDGFRPELQDWLRQJURXSV6RWKDWHYHU\
FKDQJHLQWKHLQFRPLQJHOHFWULFFXUUHQWZLOOEHVWXGLHGE\WKH$11DOJRULWKPDQGWKHQPDWFKHGZLWKWKHRXWSXWWDUJHWLQ

WKH IRUP RI WKHQDPH RI WKH ORDGJURXS 7KH WUDLQLQJ UHVXOWV VKRZ VPDOO WUDLQLQJ HUURU 7KH ODUJHVW RI RXWSXW
GLIIHUHQFH ZDV RFFXUUHG RQ WK WHVW ZLWK  VWDWH LQSXWV DQG  QHXUDO QHWZRUN RXWSXWV 7KH VPDOOHVW RI RXWSXW
GLIIHUHQFHZDVRFFXUUHGRQWKWHVWZLWKVWDWHLQSXWVDQGQHXUDOQHWZRUNRXWSXW7KHUHVXOWVVKRZWKDWWKHGHYHORSHG

$11DOJRULWKPLGHQWLILHGHOHFWULFDOORDGXVDJHDFFXUDWHO\

,1752'8&7,21

(OHFWULFLW\ELOOVKHHWSUHVHQWVLQIRUPDWLRQDERXWHOHFWULFLW\XVDJHE\FRQVXPHUVHYHU\PRQWK7KHLVVXHWKDWPD\

DULVHLVZKHWKHUWKHXVHRIHOHFWULFLW\E\FRQVXPHUVLVLQDFFRUGDQFHZLWKWKHLQIRUPDWLRQSURYLGHGIRUHOHFWULFLW\ELOOV
7KHPDQXDOPHWKRGXVHGE\SRZHUXWLOLW\LQFDOFXODWLQJWKHDPRXQWRIHOHFWULFDOHQHUJ\XVHGFDQEHWKHFDXVHRIWKLV

SUREOHP(UURULQGHWHUPLQLQJWKHXVHRIHOHFWULFDOHQHUJ\LVRQHUHVXOWRIWKHPDQXDOPHWKRGXVHG>@
(OHFWULFFXUUHQWPHDVXULQJGHYLFHVUHFRUGWKHXVHRIHOHFWULFDOHQHUJ\HYHU\KRXU WKHQPXOWLSOLHGE\WKHEDVLF

HOHFWULFLW\WDULIIRIWKHHOHFWULFLW\SURYLGHU7KHDPRXQWRIHOHFWULFLW\XVHGE\YDULRXVHOHFWURQLFHTXLSPHQWWKDWVKRXOG

EHSDLGLQRQHPRQWKE\FRQVXPHUVLVRQHLPSRUWDQWWKLQJWRNQRZEHVLGHVWKHWRWDODPRXQWRIXVDJH
0RQLWRULQJDQGUHFRJQL]LQJHOHFWURQLFHTXLSPHQWWKDWXVHVHOHFWULFDOHQHUJ\LVVRPHWKLQJWKDWLVWULHGWRGRLQWKLV

UHVHDUFK,QWKLVZD\FRQVXPHUVFDQNQRZZKLFKHTXLSPHQWLVRSHUDWLQJDQGDWWKHVDPHWLPHILQGRXWKRZPXFK
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HOHFWULFLW\FRQVXPSWLRQLV FRQVXPHGE\HDFKRI WKHVHHTXLSPHQWV7KHSURSRVHGDSSURDFKLVDQRQLQWUXVLYHORDG

PRQLWRULQJ1,/0EDVHGPRQLWRULQJV\VWHPFRPELQHGZLWKDQ$UWLILFLDO1HXUDO1HWZRUN$11EDVHGLQWHOOLJHQW
DOJRULWKPZLWKWKHIHHGIRUZDUGEDFNSURSDJDWLRQ))%11WUDLQLQJPHWKRG$11LVDQDUWLILFLDOLQWHOOLJHQFH$,

PHWKRGOLNHJHQHWLFDOJRULWKP*$DQGSDUWLFOHVZDUPRSWLPL]DWLRQ362*HQHUDOO\WKH$,PHWKRGLVXVHGWRVROYH
DFRPSOH[SUREOHP>@1,/0LVDPHDVXUHPHQWPHWKRGWKDWRQO\UHTXLUHVDYROWDJHDQGFXUUHQWVHQVRU>@)RU

SDWWHUQUHFRJQLWLRQDQGGDWDFODVVLILFDWLRQDQDUWLILFLDOQHXUDOQHWZRUNEDVHGLQIRUPDWLRQSURFHVVLQJWHFKQLTXHLVXVHG
>@7KHXVHRIHOHFWULFDOHQHUJ\FDQEHPRQLWRUHGDQGLGHQWLILHGXVLQJWKHFDSDELOLWLHVSRVVHVVHGE\EDFNSURSDJDWLRQ

QHXUDOQHWZRUNVLQWKHSURFHVVRISDWWHUQUHFRJQLWLRQDQGLGHQWLILFDWLRQ
3UHYLRXVVWXGLHVFDQEHIRXQGLQWKHUHIHUHQFHVUHODWHGWRHOHFWULFLW\ORDG,Q>@PRQLWRULQJDQGLGHQWLILFDWLRQLQ

WKHKRXVHKROGVHFWRUIRXQGDQXPEHURIWKLQJVWKDWFRXOGEHGHYHORSHGVXFKDVDFRPELQDWLRQRIVPDOOORDGVVRLI

DQRWKHUORDGFRPELQDWLRQDSSHDUVWKHQWKHQHXUDOQHWZRUNFDQQRWUHFRJQL]HWKHORDGSDWWHUQRWKHUWKDQWKDWWKHQHXUDO
QHWZRUN DOJRULWKP XVHG IRU LGHQWLILFDWLRQ LV QRW RSWLPDO EHFDXVH LW XVHV FRPSOH[ PRGHOLQJ ZLWK WZR VRIWZDUH

5HIHUHQFHV >@ LQYHVWLJDWH WKH 1,/0 EDVHG ORDG PRQLWRULQJ VFKHPH ,Q >@ WKH HOHFWULFDO ORDG LGHQWLILFDWLRQ
WHFKQLTXHKDVEHHQSUHVHQWHGZLWKDPRUHFRPSUHKHQVLYHDSSURDFKWRWKH1,/0V\VWHPERWKLQWHUPVRIWKHPHWKRG
DQGWKH WHFKQLTXHXVHG,Q>@GLVFXVVHVWKHXVH RI1,/0 LQPRQLWRULQJORDGVIRUHQHUJ\FRQVHUYDWLRQ,QVRPH

SUHYLRXVVWXGLHVPRQLWRULQJORDGXVDJHLVRQO\OLPLWHGWRGLVSOD\LQJLQIRUPDWLRQRQWKHDPRXQWRIHOHFWULFLW\LVXVHG
EXWGRHVQRWSURYLGHLQIRUPDWLRQDERXWZKLFKORDGVDUHRSHUDWLQJ7KHQUHVHDUFKRQPRQLWRULQJHOHFWULFDO ORDGVLV

JURZLQJZLWKWKHH[LVWHQFHRILQWHOOLJHQWPHWKRGV>@7KLVPHWKRGLVXVHGDVDPHWKRGIRULGHQWLI\LQJORDGXVDJH
EDVHGRQVRPHJLYHQLQSXWV,Q>@GLVFXVVHVRIIOLQHPRQLWRULQJRI1,/0EDVHGDQG1HXUDO1HWZRUNORDGV,Q>@

>@GLVFXVVHVKRZWRPDNHDVPDUWPHWHUWRPRQLWRUWKHXVHRIHOHFWULFDOHQHUJ\LQWKHKRXVHKROGVHFWRUE\XWLOL]LQJ
WKHFRQFHSWRIDUWLILFLDOLQWHOOLJHQFH,Q>@GLVFXVVHVWKHPRQLWRULQJRIORDGXVDJHLQLQGXVWULDOFDVHV,QWKLVSUHVHQW

VWXG\QHZIRUPRIPRGHOOLQJLVXVHGDQGORDGPRQLWRULQJV\VWHPLVFRQGXFWHGLQUHDOWLPH

5(6($5&+0(7+2'

7KHSURSRVHGUHVHDUFKPHWKRGRUSURFHGXUHLQWKLVVWXG\LVJLYHQDVIROORZV



x 7KHILUVWVWHSLVVLJQDOFRQGLWLRQLQJIURPDQDORJVLJQDOVWRGLJLWDOVLJQDOV

x 7KHVHFRQGVWHSLVWKHPHDVXUHPHQWRIWKHFXUUHQWYDOXHXQGHUVWHDG\VWDWHFRQGLWLRQVRIHOHFWURQLFHTXLSPHQW

x 7KHWKLUGVWHSLVWKHWUDLQLQJDQGWHVWLQJSURFHVVWRLGHQWLI\WKHFRQGLWLRQRIHOHFWURQLFHTXLSPHQWXVLQJQHXUDO
QHWZRUNPHWKRGV


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7KH KDUGZDUH GHVLJQ FRQVLVWV RI RQH FXUUHQW VHQVRU D VLJQDO FRQGLWLRQLQJ FLUFXLW UHFWLILHU DQ DUGXLQR XQR
LQWHUIDFHGHYLFHDODSWRSDQGILYHHOHFWURQLFGHYLFHVDVDORDGFRQVLVWLQJRID79DODPSDUHIULJHUDWRUDIDQDQGD
GLVSHQVHU3URWRW\SHRIWKHWHVWLQJWRROLVVKRZQLQ)LJXUH





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),*85(3URWRW\SHWHVWLQJ


)LJXUHLOOXVWUDWHVWKHWHVWVFKHPHXVHGWRPRQLWRUFXUUHQWZDYHVIURPHOHFWURQLFHTXLSPHQW7KLVGHYLFHFRQVLVWV

RIDVWHSXSDQGVWHSGRZQWUDQVIRUPHUDYROWSRZHUVXSSO\DQ$&6FXUUHQWVHQVRUDPLFURFRQWUROOHUGHYLFH
$UGXLQR8QRDVLJQDOFRQGLWLRQLQJFLUFXLWDODSWRSDQGILYHHOHFWURQLFHTXLSPHQWDV ORDGVFRQVLVWLQJRI OLJKWLQJ
ODPSV79VGLVSHQVHUVIDQVDQGUHIULJHUDWRU





),*85(7HVWLQJ6FKHPH

/RDG6WDWH
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7RWDOORDGLVVLQJOHORDGVDQGFRPELQDWLRQORDGV7DNLQJWKHVDPSOLQJGDWDIORZRIHDFKORDGZLOOEHLQSXW
GDWDIRUQHWZRUNWUDLQLQJ7KHDPRXQWRI ORDGGDWDQHHGHGLVVDPSOHVRUVHFRQGV(DFKORDGFRPELQDWLRQLV
ZULWWHQLQVWDWHZKLFKLVWKHQXVHGDVDQLGHQWLILFDWLRQPHWKRGE\WKHQHXUDOQHWZRUNDOJRULWKP7KHIROORZLQJWDEOH
VKRZVWKHORDGFODVVLILFDWLRQDQGFXUUHQWFKDUDFWHULVWLFVRIHDFKORDGFRPELQDWLRQ



6WDWH /RDG 6WDWH /RDG 6WDWH /RDG

 /DPS  79/DPS   'LVS/DPS)DQ
 79  5HIULJ/DPS)D   5HIULJ'LVS79








/DPS79
)DQ

/DPS)DQ
79)DQ
5HIULJ








5HIULJ/DPS79
'LVS

'LVS/DPS
5HIULJ'LVS
5HIULJ'LVS/DPS








'LVS/DPS)DQ79
5HIULJ'LVS)DQ

5HIULJ/DPS)DQ'LVS
5HIULJ)DQ79'LVS
5HIULJ/DPS)DQ'LVS79



$110RGHOOLQJ

$IWHUJHWWLQJWKHFXUUHQWGDWDIURPHDFKORDGWKHQH[WSURFHVVLVWRWUDLQQHWZRUNV7KLVSURFHGXUHUHTXLUHVDUDWKHU

ORQJSURFHVVEHFDXVHWRJHWDVPDOOHUURUYDOXHLWUHTXLUHVVHYHUDOUHSHDWHGWUDLQLQJSURFHVVHV)URPWKHH[SHULPHQWDO
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UHVXOWVLWHUDWLRQVUHSHWLWLRQVZHUHFDUULHGRXWWLPHVLWHUDWLRQ%DVHGRQWKHUHVXOWVRIWKHWUDLQLQJREWDLQHGDVPDOO

HUURURI

/RDG,QGLFDWRU0RGHOLQJ

6WXG\XVHGW\SHVRIORDGVZLWKORDGFRPELQDWLRQV7RPDNHLWHDVLHUIRUXVHUVWRVHHWKHUHVXOWVRIPRQLWRULQJ

DQGLGHQWLILFDWLRQLQDGGLWLRQWRPHDVXULQJIHDWXUHVWKDWFDQEHGLUHFWO\UHDGWKHQWKHORDGLQGLFDWRULVEHLQJPDGH
)RUPRGHOLQJWKHORDGLQGLFDWRUXVLQJWKHEORFNODPSIHDWXUHRQ6LPXOLQN7KHIROORZLQJWDEOHVKRZVDPRGHOLQJ

H[DPSOHIRUDODPSORDGLQGLFDWRUZLWKWKHQXPEHURIVWDWHVFRQVLVWLQJRIDQG
$OOUHVXOWVFDQEHVHHQLQWKH7DEOH




7$%/(/RDGFODVVLILFDWLR

/RD 6WDWH

/DPS 
79 

)DQ
5HIULJHUDWRU

'LVSHQVHU








6\VWHP0RGHOLQJ

7KHQHXUDO QHWZRUNLV WKHQFRQYHUWHGLQWR DEORFNGLDJUDPVRWKDW WKHUHVSRQVHRI WKHV\VWHP FDQEH VHHQLQ
UHFRJQL]LQJWKHSDWWHUQRIWKHORDGRULGHQWLILFDWLRQRIWKHORDGDVVKRZQLQ)LJXUH
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5(68/76$1'',6&866,21

1H[WDORDGFRPELQDWLRQWHVWLVSHUIRUPHG7KHUHDUHVWDWHVORDGFRPELQDWLRQVWHVWHG)LJXUHVDQGVKRZ

WKHUHVXOWVRIPRQLWRULQJDQGLGHQWLILFDWLRQRIORDGXVDJH)RUPRQLWRULQJGDWD)LJXUHWKHLQSXWGDWDLVREWDLQHG
IURPWKH FXUUHQWVDPSOLQJGDWDIRU HDFKORDG WKHQ WKH WHVWLQJGDWD LV WKHUHVXOW RIPRQLWRULQJ DW6LPXOLQN ,Q WKH
LGHQWLILFDWLRQGDWDIURP)LJXUHWKHWDUJHWGDWDLVDORDGVWDWHFRPELQDWLRQGDWDDVLQ7DEOHWKHQWKHWHVWLQJGDWD

LVWKHUHVXOWRIWHVWLQJRULGHQWLILFDWLRQRIQHXUDOQHWZRUNVORDGV)URPWHVWLQJUHVXOWVLWLVREWDLQHGWKHFKDUDFWHULVWLFV
RIPRQLWRULQJDQGLGHQWLILFDWLRQRIWKHORDGFXUUHQW7KHELJJHVWGLIIHUHQFHLVLQWKHWKWHVWRUVWDWHZKHUHWKH

QHXUDOQHWZRUNSURGXFHVDQRXWSXWRI0HDQZKLOHWHVWLQJZLWKWKHVPDOOHVWGLIIHUHQFHLVLQWKHWKWHVWRUVWDWH
 ZKHUH WKH QHXUDO QHWZRUN SURGXFHV DQ RXWSXW RI  2SWLPDO UHVXOWV DUH REWDLQHG ZKHUH PRQLWRULQJ DQG

LGHQWLILFDWLRQSURFHVVLVDFFXUDWHDVLQGLFDWHGE\DYHU\VPDOOHUURU+HUHLWLVDSSOLHGDQHZPRGHOIRUPRQLWRULQJ
DQG LGHQWLI\LQJ WKH ORDG FXUUHQW ZLWK WKH FRQFHSW RI 1,/0ZLWK WKH $&6 FXUUHQW VHQVRU FRPELQHGZLWK DQ

LQWHOOLJHQWPHWKRGEDVHGRQ$11ZLWKWUDLQLQJPHWKRGVEDVHGRQIHHGIRUZDUGEDFNSURSDJDWLRQ

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),*85(&RPSDULVRQRIORDGFXUUHQWLGHQWLILFDWLRQ

&21&/86,21

7KLVUHVHDUFKSURSRVHVDPRGHOIRUPRQLWRULQJDQGLGHQWLI\LQJORDGXVDJHDWKRPHZLWKWKH1,/0FRQFHSWXVLQJ
DQHXUDOQHWZRUNDOJRULWKPZLWKD)HHG)RUZDUG%DFNSURSDJDWLRQWUDLQLQJDOJRULWKP)LYHGLIIHUHQWORDGVQDPHO\

ODPS79IDQUHIULJHUDWRUDQGGLVSHQVHUZLWKFRPELQDWLRQVZHUHXVHGDVWHVWVFHQDULRV2IWKHWHVWVFHQDULRV
WKHPRVWRSWLPDOUHVXOWVDUHREWDLQHGLQWKHWKWHVWVFHQDULRZKHUHWKHQHXUDOQHWZRUNSURGXFHVDQRXWSXWRI

7KLV VKRZV WKDW WKH WK ORDG FRPELQDWLRQ LV YHU\ FORVH WR WKH ORDG UHFRJQLWLRQSURFHVV FDUULHG RXW E\ WKH QHXUDO
QHWZRUNEHFDXVHWKHGLIIHUHQFHLVRQO\DGULIW(OHFWULFDOORDGWKDWFDQEHPRQLWRUHGDQGUHFRJQL]HGLQHDFKWHVW

VFHQDULRLVDVLJQWKDWWKHSURSRVHGV\VWHPLVGHFODUHGWREHDEOHWRZRUNHIIHFWLYHO\

5()(5(1&(6

 .+XWRUR³'HVLJQRIVPDUWPHWHUVWRPRQLWRUDQGLGHQWLI\WKHXVHRIHOHFWULFDOHQHUJ\LQWKHKRXVHKROGVHFWRU

XVLQJEDFNSURSDJDWLRQQHXUDOQHWZRUNV´WKHVLV,QVWLWXW7HNQRORJL6HSXOXK1RSHPEHU
 < <XVUDQ <$ 5DKPDQ ,& *XQDGLQ 60 6DLG DQG 6 6\DIDUXGGLQ  ³0HVK JULG SRZHU TXDOLW\

HQKDQFHPHQW ZLWK V\QFKURQRXV GLVWULEXWHG JHQHUDWLRQ RSWLPDO DOORFDWLRQ SODQQLQJ XVLQJ EUHHGHU JHQHWLF
DOJRULWKP´3U]HJOąG(OHNWURWHFKQLF]Q\SS

 <$5DKPDQ60DQMDQJ<XVUDQDQG$$,OKDP³(YDOXDWLQJWKHHIIHFWSODFHPHQWFDSDFLWRUDQGGLVWULEXWHG

SKRWRYROWDLFJHQHUDWLRQIRUSRZHUV\VWHPORVVHVPLQLPL]DWLRQLQUDGLDOGLVWULEXWLRQV\VWHP´$,3&RQIHHUHQFH
3URFHHGLQJV$,33XEOLVKLQJ

 -*5RRV ,(/DQH(&%RWKDDQG*3+DQFNH ³8VLQJQHXUDO QHWZRUNVIRU QRQLQWUXVLYHPRQLWRULQJRI
LQGXVWULDO HOHFWULFDO ORDGV´ &RQIHUHQFH 3URFHHGLQJV RI WK $QQLYHUVDU\ ,07& ,((( FRQIHUHQFH RI

,QVWUXPHQWDWLRQDQG0HDVXUHPHQSS
 <$/HVQXVVD&0XVWDPX)./HPEDQJDQG07DODNXD,QW-$UWLI,QWHOO

 - =KDQJ;&KHQ::1J&6/DL DQG///DL// ³1HZ$SSOLDQFH'HWHFWLRQ IRU1RQLQWUXVLYH/RDG
0RQLWRULQJ ́,(((7UDQVRQ,QG,QIRUPDWLFVSS

 </LX;:DQJDQG:<RX³1RQLQWUXVLYHORDGPRQLWRULQJE\YROWDJH±FXUUHQWWUDMHFWRU\HQDEOHGWUDQVIHU

OHDUQLQJ´,(((7UDQV6PDUW*ULGSS
 -.LP77+/H DQG+.LP ³1RQLQWUXVLYH ORDGPRQLWRULQJ EDVHG RQ DGYDQFHGGHHS OHDUQLQJ DQG QRYHO

VLJQDWXUH´&RPSXWLQWHOOQHXURVFLSS
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